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AGREEMENT ON JOINT DATA CONTROLLING IN RESEARCH PROJECTS 

[TITLE OF RESEARCH PROJECT]

Entered into between the following parties: 


Region Hovedstaden/Capital Region of Denmark
Kongens Vænge 2
DK-3400 Hillerød
CVR no. 29 19 06 23
(the ‘Region’ or ‘Data Controller 1’)


and



Danmarks Tekniske Universitet/Technical University of Denmark
[NAME OF DEPARTMENT]
Anker Engelunds Vej 101 
DK-2800 Kgs. Lyngby
CVR no. 30 06 09 46
(‘DTU’ or ‘Data Controller 2’)









1.	Joint data controlling
1.1. 	This agreement (the ‘Agreement’) sets out the distribution of responsibilities between the data controllers (‘Data Controller’, ‘Data Controllers’, ‘Party’, or ‘Parties’) in connection with: 
	
The Parties’ performance of the project [title and acronym, protocol name and number, if applicable], the purpose of which is [describe the purpose]	Comment by Søren Scheurer Andersen: Insert name and acronym of the Project covered by this Agreement, to which the Parties are joint Controllers of.
Further briefly describe the purpose of the Project.
(‘the Project’).

Alternative 1:	Comment by Søren Scheurer Andersen: If this Agreement constitutes Appendix 4 (Agreement with respect to data law) to a  Collaboration Agreement (on co-financed research) please choose Alternative 1.
If the Project is a part of a larger project/consortium (eg. Horizon or Innomission) with several work packages, please choose Alternative 2.
[The Agreement constitutes Appendix 4 (Agreement with respect to Data law) to the Collaboration Agreement (on Co-financed Research) between DTU and the Region, see clause 10.2 of the Cooperation Agreement.]

Alternative 2:

The Project constitutes a subproject or a separate work package of the overall project:
[Insert the name and acronym of the overall project]
As the Project forms part of an overall project, see above, the Data Controllers have not entered into a ‘Collaboration Agreement on Co-funded Research’]

For performance of the purpose of the Project, the Data Controllers will process personal data about: 


Number of data subjects:

[Insert number of data subjects (alternatively an estimate), broken down by subcategories of data subjects: e.g. patients, relatives, minors, deceased persons, etc.]

The Data Controllers will process personal data within the following personal data categories:
Special categories of personal data, see Article 9(1) of the General Data Protection Regulation:

[Insert relevant types of data (e.g. health data, genetic data, biometric data, human biological material, ethnicity, sex life, or sexual orientation)]

Civil registration (CPR) number, see section 11(1) of the Danish Data Protection Act (Databeskyttelsesloven):

[Yes/No]

Ordinary personal data     

[Insert relevant data (e.g. contact details, date of birth, etc.)]


The data flow in the Project will be as follows:	Comment by Søren Scheurer Andersen: Please describe wherefrom data is collected and whereto data is transferred and stored, hereunder if any human biological materials are processed or any cloud storage solutions are used.
In case of cloud storage solutions please identify geographic placement.

[Fill in]

Pseudonymization of personal data:	Comment by Søren Scheurer Andersen: Please choose one or more of the below options in case data are handled differently in the Project in relation to pseudonymisation.
[Personal data are exchanged between the Parties in non-pseudonymized form].

[Data Controller 1 is responsible for pseudonymization of personal data before they are transmitted to Data Controller 2].

[Data Controller 2 is responsible for pseudonymization of personal data before they are transmitted to Data Controller 1].

1.2. 	In accordance with Article 26 of the General Data Protection Regulation, there is joint data controlling where two or more data controllers jointly determine the purposes and means of processing. 
Where there is joint data controlling, the joint data controllers must in a transparent manner determine their respective responsibilities for compliance with the obligations under the General Data Protection Regulation, in particular as regards the exercising of the rights of the data subject and their respective duties to provide the information referred to in Articles 13 and 14 of the General Data Protection Regulation, by means of an arrangement between them. However, the joint data controllers do not need to determine their respective responsibilities if this has already been determined by Union or Member State law to which they are subject
In accordance with Article 26(2) of the General Data Protection Regulation, the arrangement must duly reflect the respective roles and relationships of the joint data controllers vis-à-vis the data subjects The essence of the arrangement must also be made available to the data subjects.
The Data Controller who can identify the data subjects has the obligation to comply with Articles 13 and 14 of the General Data Protection Regulation, unless otherwise provided in clauses 4.1 and 4.2 below.
However, the data subjects can always contact the Data Controllers and exercise their rights regardless of which distribution of responsibilities the Data Controllers have agreed. 
Moreover, the ‘internal’ distribution of responsibilities under this Agreement does not prevent the supervisory authority from exercising its powers in relation to each of the Data Controllers.

1.3.	There is agreement between the Data Controllers that there is joint data controlling for the processing activity between them. 
	
In the assessment hereof, importance has been attached to a number of factors, including the following:	Comment by Søren Scheurer Andersen: Please choose the bullets covering the Project and the Parties respective roles.
Bullets which do not cover the Project should be deleted.
· [The Data Controllers have jointly determined the purpose of the processing of personal data.
· The Data Controllers have jointly determined the means by which personal data are processed. 
· The Data Controllers have jointly taken the initiative for the Project.
· The Data Controllers have jointly prepared and approved the project description/protocol.
· The Data Controllers have entered into a cooperation agreement for the Project.
· The Data Controllers have jointly applied for funding to finance the Project.
· Any other relevant matters.]

1.4	The Data Controllers will process personal data: 	Comment by Søren Scheurer Andersen: Please describe how and by which means the Parties will process data, including eg. IT systems, storage solutions and IT security.

Data Controller 1:

[Fill in]


Data Controller 2:

[Fill in]

1.5	This Agreement has been drawn up to enable the Data Controllers to comply with the requirements for joint data controlling in Article 26 of the General Data Protection Regulation, as described above in clause 1.2. The Agreement consequently sets out the Data Controllers’ respective responsibility for compliance with the obligations in accordance with the General Data Protection Regulation, in particular regarding the exercise of the rights of the data subject and the obligation to provide the information referred to in Articles 13 and 14 of the General Data Protection Regulation. 

2.	Overall distribution of responsibilities	Comment by Søren Scheurer Andersen: Please describe each of the Parties’ overall responsibilities and tasks in the Project.
2.1.	Describe Data Controller 1’ overall responsibility:

[Fill in]

2.2.	Describe Data Controller 2’s overall responsibility:

[Fill in]

3.	Principles, lawfulness of processing and lawfulness of collection	Comment by Søren Scheurer Andersen: Please choose the applicable legal mandate for processing.
Legal mandates not applicable should be deleted.
3.1.	Describe who is responsible for ensuring that there is a legal basis for processing of personal data (lawfulness of processing) and statutory authority to collect personal data (lawfulness of collection) for Data Controller 1 and for being able to document this, for example to the supervisory authority:

Data Controller 1:

· Research for the purpose of carrying out statistical or scientific studies of substantial public interest, and the processing is necessary for the performance of the study, see section 10(1) of the Danish Data Protection Act, see Article 9(2)(j) of the General Data Protection Regulation and Article 6(1)(e) of the General Data Protection Regulation

[or/and].

· The data subject has given explicit consent to the processing of such data for one or more specific purposes, see Article 9(2)(a) and Article 6(1)(a) of the General Data Protection Regulation

[or/and].

· Civil registration (CPR) number, see section 11(1) of the Danish Data Protection Act

[or/and)

· [Other lawfulness of processing]

	Lawfulness of collection of personal data for Data Controller 1	Comment by Søren Scheurer Andersen: Please choose the legal mandate of collection for Data Controller 1.
Legal mandates of collection which are not applicable should be deleted.
· Approval by scientific ethical committee pursuant to the Danish Scientific Ethical Committees Act (Komitéloven)
· The Danish Health Act (Sundhedsloven)
· Exemption from consent pursuant to the Danish Health Act
· [OTHER?]

The above lawfulness of collection does not constitute lawfulness of processing in data protection law and privacy law but documents that personal data have been collected based on statutory authority in relevant legislation.
	
Data Controller 2:
· Research for the purpose of carrying out statistical or scientific studies of substantial public interest, and the processing is necessary for the performance of the study, see section 10(1) of the Danish Data Protection Act, see Article 9(2)(j) of the General Data Protection Regulation and Article 6(1)(e) of the General Data Protection Regulation

[or/and].

· The data subject has given explicit consent to the processing of such data for one or more specific purposes, see Article 9(2)(a) and Article 6(1)(a) of the General Data Protection Regulation

[or/and].

· Civil registration (CPR) number, see section 11(1) of the Danish Data Protection Act

[or/and)

· [Other lawfulness of processing]

3.2.	The Data Controllers are each responsible for complying with the principles for the processing of personal data, see Article 5 of the General Data Protection Regulation, to the extent that the rules are applicable to their responsibilities under this Agreement. 


4.	 Rights of data subjects 
4.1.	[Data Controller 1/Data Controller 2/The Controllers] is/are responsible for safeguarding the rights of data subjects by complying with the following rules of the General Data Protection Regulation:	Comment by Søren Scheurer Andersen: Please choose choose which Data Controller or both Data Controllers responsible for securing the rights of the data subjects.

•	Obligation to provide information where personal data are collected from the 
	data subject 
•	Obligation to provide information where personal data have not been obtained from 
	the data subject 
•	Right of access by the data subject
•	Right to rectification 
•	Right to erasure (right to be forgotten) 
•	Right to restriction of processing
•	Notification obligation regarding rectification or erasure 
	of personal data or restriction of processing 
•	Right to data portability (however, not for public authorities) 
•	Right to object to processing of personal data

4.2.	The Data Controllers have also agreed that 	Comment by Søren Scheurer Andersen: Only applicable if the responsibilities of the Controllers, cf. Clause 4.1, have been divided

	[alternatively:

	Not relevant.]

4.3.	If a Data Controller receives a request or an enquiry from a data subject regarding matters that fall under the responsibility of the other Data Controller, see clauses 4.1 and 4.2 above, this will be forwarded to the other Data Controller for response as soon as possible.

4.4.	The Parties are responsible for assisting each other to the extent that this is relevant and necessary for their compliance with their obligations as Data Controllers to the data subjects.

4.5.	In this connection, the Parties have agreed that 	Comment by Søren Scheurer Andersen: Only to be completed if the above clauses are not comprehensive.
Otherwise please choose Not relevant.

[alternatively:

[Not relevant.]

5. 	Security of processing and documentation of compliance with the General Data Protection Regulation
5.1.	[Data Controller 1/Data Controller 2/Data Controllers] is/are responsible for implementing appropriate technical and organizational measures to ensure and be able to demonstrate that the processing complies with the General Data Protection Regulation, taking into account the nature, scope, context, and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons.  The measures must be reviewed and updated where necessary (Article 24 of the General Data Protection Regulation). This may, for example, entail that the Data Controllers prepare procedures for handling personal data breaches, requests for access, or compliance with the obligation to provide information.

5.2.	The Parties’ measures must comprise the implementation of appropriate data protection policies where this is proportionate to the processing activities.

5.3.	[Data Controller 1/Data Controller 2/Data Controllers] is/are responsible for compliance with the rule on data protection by design and by default in Article 25 of the General Data Protection Regulation.

5.4.	[Data Controller 1/Data Controller 2/The Data Controllers] is/are responsible for complying with the requirement for security of processing in Article 32 of the General Data Protection Regulation.

This means that, taking into account the state of the art, the costs of implementation and the nature, scope, context, and purposes of processing as well as the risks of varying likelihood and severity for the rights and freedoms of natural persons, the Data Controllers must implement appropriate technical and organizational measures to ensure a level of security appropriate to these risks.
The Parties must therefore carry out (and be able to document) a data protection impact assessment and then implement measures to limit the identified risks. 

5.5.	In this connection, the Parties have agreed that 	Comment by Søren Scheurer Andersen: Describe, if necessary, in more detail how the Parties’ responsibilities according to GDPR art. 24, 25 and 32 are divided
Alternatively choose Not relevant.
[Fill in]

[Not relevant.]
		
6.	Use of data processors and sub-processors
6.1.	The Data Controllers are [entitled/not entitled] to use data processors and/or any sub-processors in connection with the joint processing of personal data.	Comment by Søren Scheurer Andersen: A data processor/sub-processor is relevant if another organisation, person or corporation is to process data on behalf of one or both Parties in the Project, and under the direction of one or both of the Parties.
In such case a Data Processing Agreement must be executed.

6.2.	When using data processors and/or sub-processors, the Data Controllers are responsible for complying with the requirements in Article 28 of the General Data Protection Regulation. This means that the Parties are subject to a number of obligations, including: 

· to use only data processors providing sufficient guarantees to implement appropriate technical and organisational measures in such a manner that processing will meet the requirements of this Regulation and ensure the protection of the rights of the data subject;

· to ensure that there is a valid data processing agreement between the Data Controller(s) and the data processor; and 

· to ensure that there is a valid sub-processing agreement between the data processor and a sub-processor.

6.3.	The Parties must inform each other of the data processors and any sub-processors that they each use. The Parties must describe the actions which these data processors and any sub-processors perform. However, this only applies to data processors and any sub-processors that have a material function in the Project and data processors that handle the storage of personal data, including human biological material. This does not apply to data processors and any sub-processors that only process meta-data on behalf of one or both Data Controllers. When data processors and sub-processors are included after the conclusion of this Agreement, the individual Data Controller must notify the other Data Controller of the use of data processors and any sub-processors.

Data processors and any sub-processors for Data Controller 1:

[Fill in]


Data processors and any sub-processors for Data Controller 2:

[Fill in]

Upon request, the Data Controller must be informed about whether the data are processed by data processors and any sub-processors. The Data Controller in question is responsible for notifying the other Data Controller.

6.4.	If the data are processed by data processors and any sub-processors, the other Data Controller must, on request, be informed about the contents of the agreements between the Data Controller and the data processor and the sub-processor, if any.

7.	Record of processing activities
7.1.	The Parties are responsible for complying with the requirement in Article 30 of the General Data Protection Regulation regarding records of processing activities. This means that each individual Data Controller must maintain a record of the processing activities for which that Data Controller is responsible.  

7.2.	At the other Party’s request, the Data Controller must inform the other Party of the contents of the above record, see clause 7.1.

8.	Notification of personal data breach to the supervisory authority
8.1.	The Parties are responsible for compliance with Article 33 of the General Data Protection Regulation on notification of a personal data breach to the supervisory authority.

8.2.	The Parties have agreed that [Data Controller 1/Data Controller 2/both Data Controllers] is/are responsible for notification of a personal data breach to the supervisory authority.	Comment by Søren Scheurer Andersen: Insert name of the Party responsible of notifying the supervisory authority and, if necessary, a more detailed regulation of the Parties responsibilities for notifying a data breach to the supervisory authority.

8.3.	In the event of a personal data breach, Data Controller 1 or Data Controller 2, respectively, must be informed in writing without undue delay at the address below, so that the relevant Party, see clause 8.2, can notify the supervisory authority of the breach, and, if necessary, also notify the data subjects. The notification must be made to: 	Comment by Søren Scheurer Andersen: Insert name of responsible researcher for Controller 1.


Data Controller 1:
[Name of researcher responsible for the project]

[Email of researcher responsible for the project]

[Telephone no. of researcher responsible for the project]
and
Section for Information Security 
Email: Informationssikkerhed@regionh.dk
Telephone: +45 38 64 80 80 

Data Controller 2:
GDPR Staff
Email: gdpr@dtu.dk
	Telephone: +45 45 25 25 25

9.	Communication of personal data breach to the data subject
9.1.	The Parties are responsible for compliance with Article 34 of the General Data Protection Regulation on communication of a personal data breach to the supervisory authority.

9.2.	The Parties have agreed that [Data Controller 1/Data Controller 2] is responsible for communication of a personal data breach to the data subject.	Comment by Søren Scheurer Andersen: Insert name of the Party, responsible of notifying the data subjects in case of a personal data breach, and, if necessary, the Parties respective responsibilities, if eg. data is pseudonymised and one of the Parties is not in possession of the ”key”, and thereby is not able to identify the data subjects.

10.	Data Protection Impact Assessment (DPIA) and prior consultation
10.1.	The Parties are individually responsible for compliance with the requirement for a Data Protection Impact Assessment (DPIA) in Article 35 of the General Data Protection Regulation. This entails that the Parties must carry out an assessment of the impact of the envisaged processing operations on the protection of personal data. 

10.2.	The Parties are also obliged to comply with the requirement in Article 36 of the General Data Protection Regulation for prior consultation of the supervisory authority when this is relevant. 	Comment by Søren Scheurer Andersen: If a DPIA shows high risc, the Parties are obliged to consult the supervisory authority. prior to any processing of personal data.

11.	Transfer of personal data to third countries or international organizations
11.1.	The Parties may decide that personal data can be transferred to third countries or international organizations. 

11.2.	The Parties are responsible for compliance with the requirements in Chapter V of the General Data Protection Regulation if personal data are transferred to third countries or international organizations. 	Comment by Søren Scheurer Andersen: In case transfer of data to third counties is intended, the legal basis for such transfer must be agreed by the Parties.
More information on this topic can be found at the supervisory authority: Tredjelandsoverførsler (text in Danish).
If no transfer of data to third countries takes place clause 10.3 should be deleted.

11.3.	The Parties have agreed on the transfer of personal data to third countries or international organizations that [Describe in more detail, if relevant, the regulation of the Parties’ responsibilities in connection with the transfer of personal data to third countries or international organizations].

12. 	Complaints
12.1.	The Parties are each responsible for handling any complaints from data subjects if the complaints concern violations of provisions of the General Data Protection Regulation, the Danish Data Protection Act or other special legislation for which the Party is responsible under this Agreement. 
 
12.2.	If one of the Parties receives a complaint that should rightfully be handled by the other Party, the complaint will be passed on to this Data Controller as soon as possible. 

12.3.	If one of the Parties receives a complaint where part of the complaint should rightfully be dealt with by the other Party, this part of the complaint will be passed on to that Party for a response as soon as possible. 

12.4.	In connection with the Party’s forwarding of a complaint or part thereof to the other Party, the data subject must be informed about the principal contents of this Agreement.

13.	Notification of the other Party
13.1.	The Parties will inform each other of significant matters of importance to the joint processing of personal data and this Agreement.


14.	Entry into force, termination and precedence
14.1.	This Agreement will enter into force on the date on which it has been signed by both Parties. 

14.2.	The Agreement will remain in force for as long as the data in question are processed, or until the Agreement is replaced by a new agreement which sets out the distribution of responsibilities in connection with the processing.

14.3	If the Agreement is linked to one or more other agreements concerning, for example, a research project, this Agreement will take precedence over the other agreement(s) in relation to matters pertaining to data protection law and privacy law.


[Signature page follows]


On behalf of Data Controller 1 – Authorized signatory:	

Name:  

	 Job title:		

	 Date:	
	
	Signature:
	
Read and understood by researcher responsible for project, Data Controller 1 – not as a party to the Agreement:

Name: 

	Job title:		

	Date:
	
	Signature:



On behalf of Data Controller 2 – Authorized signatory:	

Name:

	 Job title:

	Date:

	Signature:
	



Read and understood by researcher responsible for project, Data Controller 2 – not as a party to the Agreement:

Name: 
	
 Job title:

	 Date:

	Signature:
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